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REMARKS 



This Preliminary Amendment cancels the original claims, without prejudice, in the 
underlying PCT Application No. PCT/DE2004/001234. The Preliminary Amendment also adds 
new claims 15-28. The new claims conform the claims to U.S. Patent and Trademark Office 
rules and do not add new matter to the application. 

In accordance with 37 C.F.R. § 1.125(b), the Substitute Specification (including 
the Abstract) contains no new matter. The amendments reflected in the Substitute Specification 
(including Abstract) are to conform the Specification and Abstract to United States Patent and 
Trademark Office rules or to correct informalities. As required by 37 C.F.R. §§ 1.121(b)(3)(ii) 
and 1.125(c), a Marked-Up Version of the Substitute Specification comparing the Specification 
of record and the Substitute Specification also accompanies this Preliminary Amendment. 
Approval and entry of the Substitute Specification (including Abstract) are respectfully 
requested. 

The underlying PCT Application No. PCT/DE2004/001234 includes an 
International Search Report, dated October 5, 2004, a copy of which is submitted herewith. 

Applicants assert that the subject matter of the present application is new, non- 
obvious, and useful. Prompt consideration and allowance of the application are respectfully 
requested. 

Respectfully submitted, 



KENYON & KENYON 

Dated: JdJl B y: l_0^ ^^^^ ^ 

Gerard A. Messina 
(Reg. No. 35,952) 



One Broadway 

New York, NY 10004 

(212) 425-7200 
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tO/561634 

IAraR8tfdPCT/PT0 1 9 DEC 2005, 

[10191/4127] 

METHOD AND DEVICE FOR ERROR DETECTION FOR A CACHE MEMORY AND 

CORRESPONDING CACHE MEMORY 

Background Informa tie ftF/e/*/ Of The Invention 

The present invention relates to a method and a device for error detection for a cache memory 
as well as a corresponding cache memor y according to th e ind e p e nd e nt claims . 

Background Information 
5 The clock frequency of today's processors is typically clearly higher than the frequency at 
which one is able to access an, in particular, external memory. Cache memories are used in 
order to compensate for this time difference. By the cooperation of such a rapid buffer memory 
with a corresponding main memory, the access times are then able to be clearly reduced. In 
error-tolerant computers, it is customary these days that, in the cache memory, the data are 
10 protected via an error-detecting or error-correcting code (ECC, error code correction). But if 
errors occur in the logic of the cache memory, this data protecting is no longer sufficient. It 
becomes ever more susceptible, especially to transient errors, because of structures that are 
becoming ever smaller, particularly the logic of the cache memory. 

Therefore, the object of th e pres e nt inv e ntion, b e sid e s prot e cting th e data, is also to e xclude 
15 additional error possibiliti e s, and thus to r e pr e s e nt a more s e cur e cach e memory than th e 
r e lat e d art is abl e to achi e v e . 

Summary of th e Summafy Of The Invention 

The present invention shows a method and a device for error detection for a cache memory as 
20 well as a corresponding cache memory for storing data, the access to the data stored in the 

cache memory taking place by addresses assigned to them and, in an advantageous manner, at 
least one first test signature, made up of at least one first signature bit, being generated for the 
addresses assigned to the stored data, and being also stored in the cache memory. 

Therefore, the object of the present invention, besides protecting the data, is also to exclude 
25 additional error possibilities, and thus to represent a more secure cache memory than the 
related art is able to achieve. 
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Thereby it is possible, besides the known protecting of the cache data, also to protect the cache 
logic by error detection and/or error correction, so that a cache memory is able to be 
implemented in which, during a reading access, all errors are able to be detected, since 
checking the first test signature is able to be carried out successfully at each reading access to 
5 the cache memory. 

Expediently, the at least one stored first signature bit of the first test signature is compared to a 
second signature bit of a second test signature which is formed from an address put in the cache 
memory, or is already passed along with the address (for instance, by the computing unit 
included in the CPU). 

10 In order also to detect errors in the valid bit of the cache memory, this is stored at least twice. 
Expediently, the valid bit is stored m-fold and checked using an n-of-m test, n and m being 
natural numbers, m being greater than 2 and n being greater than m/2. Thereby at least single 
error tolerance may be achieved. 

In this context, the valid bit may also be stored k-fold in the form of a 1 of k code, k 
1 5 corresponding to a natural number, whereby, advantageously, multiple errors may also be 

detected, since, in that case, only 1 of 2 k bit combinations corresponding to the 1 of k code is 
valid. 

The use of the present invention is especially advantageous in the case of an instruction cache, 
that is, in a cache memory in which, as data, only instructions, or rather commands, are stored. 
20 Since in this, almost exclusively reading errors are to be taken into consideration, the method 
according to the present invention and the device according to the present invention, as well as 
a corresponding cache memory, may then almost completely cover the protecting and the error 
correction. 

Advantageously, sets or groups of data are stored together with the corresponding assigned 
25 first test signatures, under a first line index in the cache memory, this first line index being 
retrieved from the cache memory by line coding, and being compared for agreement to a 
stored second line index. 

As a function of the respective comparison of the test signatures or the valid bit or the line 
index retrieved by line coding, an error signal is correspondingly generated. On the one 
30 hand, this may be generated generally, i.e. differently when an error is detected and when 



NY01 1065103 vl 



MARKED-UP COPY 



agreement is detected, or such an error signal is generated only when an error signal is 
detected. 

Expediently, this error signal is then treated as a cache miss signal when an error is detected, 
with the result that such erroneous data or addresses are not used, but are corrected or 
5 replaced. 

Advantageously, upon detection of an error, if the data or instructions are again loaded from 
the backup memory into the cache memory, a highly disposable, error-tolerant system is 
able to be achieved thereby, which, in addition, stands out by its cost-effective error 
detection mechanisms. 

10 Furth e r advantag e s and advantag e ous e mbodim e nts ar e d e riv e d from th e d e scription as w e ll as 
from th e f e atur e s of th e claims. 

Brief Description of th e Drawings 

The present invention is elucidated in tho following with ref e r e nc e being made to the figures 
illustrated in the drawings. The figures show:Figur e 1 Of Tim Drawings 
15 Figure 1 shows an example of a cache memory system according to the present invention^ 
and. 

Figure 2 shows symbolically the cache memory and the comparisons for error 

detection undertaken according to the present invention. 

Exemplary Embodiments 

20 Detailed Description 

Figure 1 shows a foreground memory, or cache memory CS and a main memory or backup 
memory HS. An access generator ZG is also illustrated, which may correspond, for example, 
to a central processing unit. Between the unit that calls for or changes data, that is, access 
generator ZG and backup memory HS, a controller, the so-called cache controller CC is 

25 connected, which stores the data in cache memory CS and thus keeps them in storage for 
further access. The access generator and the cache controller are connected to each other via 
an address line ADR1, a data line Dl and a write/read line R/W. Similarly, cache controller 
CC is connected to cache memory CS via an address line ADR2, a data line D2 as well as a 
write/read line R/W. There are also such connections between cache controller CC and 

30 main memory HS using address line ADR3, data line D3 and write/read line R/W. 
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If only one transmission direction is required, e.g. for exclusive reading of commands from 
the working memory in the case of an instruction cache, that is, a cache memory in which 
only instructions are stored, the R/W lines, i.e. the write/read lines between access 
generator ZG and cache controller CC as well as between cache controller CC and backup 
5 memory HS may be omitted. It is true that cache controller CC always has to be able to 
write and read on the foreground memory or cache memory CS, so that the R/W line 
remains intact between cache controller CC and cache memory CS even in the case of an 
instruction cache. 

Access instructions consequently are made up of an address and, in the case of write accesses, 
10 the new data, as well as, in the case of a not pure instruction cache, the type of access, that is, 
read or write transmitted via the R/W read- write line. Access generator ZG sends such requests 
or commands to cache controller CC which processes these, namely by suitable requests to 
cache memory CS and/or backup memory HS. In the case of the access generator, if a central 
processing unit CPU is involved, or if it is included in the CPU, the access address is generally 
15 already inscribed in a memory address register SAR, and the data to be written in a write 
register SR, whereas read data are generally taken up in a read register LR. 

In order to carry out the comparisons according to the present invention that will still be 
explained below, a comparator component VK is provided. To retrieve a line index, a line 
decoder ZD is provided, and to retrieve the address information for the comparison according 
20 to the present invention, an address block ADR is provided. Depending on the application, a 
different number of comparators may be provided in comparator component VK. Similarly, the 
application of blocks VK, ZD and ADR is not fixed and may vary according to the application, 
and in particular, these blocks may also be advantageously localized in any combination 
externally to cache controller CC, and be connected to it. 

25 Now, Figure 2 shows methods according to the present invention for error detection in the 

cache memory, the basic assumption for installing this cache memory being represented by the 
protection of the addresses using an error detection code or an error correction code, that is, a 
signature. In the simplest case, this signature may be made up only of one signature bit, such as 
a parity bit. On the other hand, the protection may also be implemented by more complex ED 

30 (error detection) codes such as a Berger code or a Bose-Lin code, etc, or even by a more 
complex ECC (error check and correction) code, such as a Hamming code, etc, in order to 
make possible a secure error detection by an appropriate bit number. But as code generator one 
may also use, for instance, a generator table (hardwired or in software), in order to assign a 
desired code pattern of any desired length to certain input patterns of the bits within the scope 

35 of the address. 
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In Figure 2, such a cache memory 100 is shown symbolically. In it, regions 103, 104, 105, 106, 
107, 108 and 1 10 are distinguished. In regions 105 and 107 and ff, and also in 1 10, etc, the 
respective data are stored in the cache memory, supplemented by an ECC signature, in order to 
detect errors in the memory stored in the cache. The address signature A-ECC is stored in 
5 this case in blocks 106, 108 as well as 110 and ff, and assigned to the corresponding 
data according to the address. In the example, such an address 1 1 1 is made up of a 
block 112, which includes a day or an identification character that indicates to which 
initial address the respective data block really belongs, since, as shown in Figure 2, 
several regions of the backup memory, see data 105 and 107, are shown in one line or 

10 in one set. In this example, according to block 102, one set or one line contains 8 days 
from day 0 to day 7. Block 113 contains the line index by which the line selection, here 
of line 0 to line 7, takes place according to block 101. In addition, and optional, are 
block 114 and block 115 which are used for word selection or byte selection within one 
line and one day. Fields 114 and 115 strongly depend on the word length used of the 

15 individual data fields, and are not essential. Field 116 then contains the test signature 
of address 111, that is, of fields 112 to 115. 

. Now, there are two basic types of errors in the cache memory: On the one hand there 
are errors in the data stored in the cache memory, and on the other hand there are data 
in the cache logic, especially in the cache controller. Data that are in a cache memory 

20 are still stored in another place in the main memory or the backup memory, or even in 
a nonvolatile memory. If one has made certain that the data in both memories are 
consistent, that is, in the cache memory and the backup memory, errors in the data in 
the cache memory, as a result, only have to be detected, but not corrected. This 
detection may take place by protection of the data using an ED code or an ECC code, as 

25 shown in Figure 2. If the data are not consistent, e.g. in the case of a data cache, an ECC 
code may be used, as in Figure 2. 

Upon detection of errors in the cache logic, in the case of a reading access to a data 
word in the cache memory, in the case of a directly assigned cache, first using line 
selection, that is, the line index, the appropriate cache memory line is selected 

30 Subsequently, it is checked in this line whether day field 1 12 in this line is correct 

according to block 102, and compared in V4, in which the day field is compared to the 
day from block 102 via day field comparison VTag according to V4 and whether in the 
case of agreement a cache hit results. If this is the case, that is, in the case of a cache hit, 
then in the case of a valid valid bit V the corresponding word is read out from the line. 

35 Errors in this region of the cache logic may appear in the line selection, in day memory 1 02 and 
in the comparator for the day field. These errors have the effect that access is made to the 
wrong line or to the wrong data in the cache memory. 
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In order to detect errors in the valid bit, this must at least be duplicated, and thus it is, for 
example, stored in duplicate in field 103 or in another field. An n-of-m code, that is, an n-of-m 
test is also advantageous, so that in response to similar breakover of several bits by a coupling 
error a detection can still take place, n and m being natural numbers, and m being > 2, and n > 
5 m/2. Whereby at least one single error tolerance is able to be ensured. 

In this context, the valid bit may also be stored k-fold in the form of 1 of k codes, k 
corresponding to a natural number, whereby advantageously multiple errors in bit error are 
able to be detected, since in this context only one bit combination of 2 k bit combinations is 
valid corresponding to the 1 of k code, and consequently, by comparison, any number of 
10 deviations from the valid bit combination are detectable. 

In this context, the valid bit or valid-invalid bit indicates whether there are any valid data at all 
present in the cache memory cell, since both the day field and the data block always contain a 
bit pattern. However, initially the data do not correspond to the value present at the address in 
the backup memory. Here, too, individual flags may be present for parts of the block. In section 
15 104 there is provided a so-called modified flag or dirty flag or bit pattern D, which indicates 
whether the content of the data block is still in agreement with the backup memory, or whether 
it was read and subsequently modified, but operation has not yet been restored. 

Thus, the test signatures from sections 106 and 108, etc, that is, A-ECC having the 
corresponding test pattern, that is, the test signature corresponding to block 116 according to 
20 arrow V-ECC and V2 are now compared, and the result is then checked according to V3 using 
the correct checked validbit, in order then to obtain the statement "valid data" if there is 
agreement. 

The line selection may be regarded, according to the present invention, as line decoder or line 
decoding. In this connection, errors are detected by back-decoding of the selected line and 
25 comparison of the address retrieved from it to the selected line index, as is shown via 
comparison VI. 

The comparators additionally provided in a usual cache memory, here symbolically designated 
as VI to V4, may be collectively accommodated in comparison component VK shown in 
Figure 1 . The formation of the respective address ECC takes place in block ADR according to 
30 Figure 1, and the line decoding takes place in block ZD The formation of the respective 

Address ECC may also take place in the CPU of the computer unit, that is, especially in ZG. 

During the checking of the day field and of possibly occurring errors, the comparison of a 
special specific embodiment occurs bitwise. Then, in the error case, one may assume a single 
error. This single error is then detected by the error detection code of the address A-ECC, 
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which is stored with the corresponding data. Consequently, all errors, even transient errors, 
may be detected in the cache memory. This applies for the single error case described, even if 
only one test bit, especially a parity bit, is used for the address protection. Errors in the word 
selection are also detected by comparison of the co-stored test signature of the address. 

5 The method according to the present invention, the device and the corresponding cache 
memory may also be used so as to select certain errors in writing on a cache memory. If an 
addressing error occurs during writing on the cache memory by an error of cache controller CC, 
the erroneous line address, that is, the erroneous line index, can also be detected by the line 
decoder. If the day field is corrupted, the error is detected by the error detection code stored 
10 with the data, when the data are read out again. Similarly, errors in the address coding bits are 
also detected during reading out. 

In the case of a pure instruction cache, that is, a cache memory, in which only commands are 
stored as data, reading errors may be taken into consideration almost exclusively, so that, in 
that case, an error is detected at once by the error detection during reading out. 

1 5 Upon detection of an error, if the data or instructions are again loaded from the backup memory 
into the cache memory, a highly disposable, error-tolerant system is able to be achieved 
thereby, which, in addition, stands out by its cost-effective error detection mechanisms. In this 
context, such a repeated loading from the backup memory may be made dependent on two 
factors, namely, first of all, on the error or the respective error detection, and secondly, on the 

20 data section or instructions section in which the error occurred. That means, in the simplest 
case, when an error occurs, the data (that is, data and/or instructions) are loaded from the 
backup memory into the cache memory in completely renewed fashion. As a function of 
certain errors corresponding to the aforementioned error detection mechanisms, only parts of 
the last loaded database may also be loaded in renewed fashion (e.g. the more serious the error, 

25 the greater the data proportion). As a function of these two factors, any number of progressions 
and relationships are then possible. 

With that, corresponding to the methods and devices as well as cache memories according to 
the present invention, a secure and highly disposable cache memory may be described which is 
protected in a cost-effective way both against errors in the data and against errors in the cache 
30 logic. 
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Abstract O f The Disclosure 
A method for error detection in a cache memory for storing data, the access to the data 
stored in the cache memory taking place by addresses assigned to them, wherein for the 
addresses assigned to the stored data, at least one first test signature made up of at least one 
5 first signature bit is generated and also stored in the cache memory. 

(Figur e 1) 



NY01 1065103 vl 



8 



MARKED-UP COPY 



